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Privacy by Design

“Privacy by design, a crucial design principle: build in privacy – up front, 
right into the design specifications – become a privacy architect”

– Ann Cavoukian, Information and Privacy Commissioner of 
Ontario, 2007.

“Privacy by design is not an option, it is a duty. The answer to the 
machine is in the machine”

– Yves Poullet, Conference on Privacy and Data Protection 
(CPDP), 2009.
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Privacy by Design: What do we mean ?  (1/4)

First example: electronic healthcare record system 
Option 1: all data is stored on a central server.

Advantages: availability, consistency, persistence, local security, etc.
But: loss of control on personal data, lack of transparency (data access, 
data retention, etc.), lack of security guarantee outside the server 
domain, etc.

Option 2: patients and professionals are equipped with secure portable 
tokens (USB key with secure microcontroller and large flash memory) 
interacting with a central server.
Benefits: patients can decide on the status of their data (recorded or not 
on the server, encrypted or not), replication on the server ensures 
availability and persistence of key data.
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Privacy by Design: What do we mean ?  (2/4)

Second example: electronic traffic pricing system 
Option 1: the On Board Equipment (OBE) of the car frequently send its 

position to the Pricing Authority (PA)
Advantages: cheap OBE, simple communication protocol, flexibility.
But: very privacy intrusive.

Option 2: the OBE computes the fee itself and sends to the PA only the 
fees and hashes of the trajectory of the car. The PA can spot-check the 
position of the car and request parts of the trajectories for verification. 
Benefits: a minimum amount of private data is sent to the PA, individual 
responsibility of citizens rather than central monitoring.
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Privacy by Design: What do we mean ?  (3/4)

Third example: management of the consent of data subjects
Option 1: request the consent of the subject before each collection of data

Advantages: simple implementation (message, tick box), explicit 
consent.
But: acceptance does not mean consent, harassed subjects tend to 
accept systematically.

Option 2: privacy agents in charge of the management of personal data 
according to the wishes of the subject. Wishes (“privacy policies”) are 
expressed once for all in a dedicated natural language. 
Benefits: subjects can take their time to define their privacy policy 
(possibly taking advice from experts) and rely on the agent to 
implement it.
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Privacy by Design: What do we mean ?  (4/4)

Privacy should not be considered as an afterthought

Privacy by design is a matter of choice of architecture and tools:

• Architecture: a number of core principles are widely accepted 
(OECD 1980: collection limitation, purpose specification, security, 
data quality, openness, accountability, etc.)

• Tools: a number of privacy enhancing tools are available 
(anonymizers, identity management systems, privacy proxies, 
filters, etc.)
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Current situation 

1. Non-privacy by design (deliberate infringement)

2. Non-privacy by non design (lack of care)

3. Non-privacy by bad design (lack of competency) 

Position:

- First step: Avoid 1 and 2 (political choices)

- Second step: Avoid 3 (technical choices)
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From a vicious circle to a virtuous circle

- Computer scientists :
- User-friendliness and clear information to the subject are more important than rich  

functionalities
- Transparency tools are as important as obscurity tools, a posteriori is as important as a priori: 

accountability, liability, simple means to exercise the rights of the subject, etc. 

- Lawyers, legislators :
- Principles may need to be revisited but effectiveness is the most important issue
- Stronger incentives are required 
- Privacy certification schemes can be a way to favour the development of privacy by design 

(need for “Privacy Profiles” akin to the “Security Profiles” of the Common Criteria for security)
- Accompanying measure: more publicity about privacy breaches

- Industry:
- Develop standards

- Individuals:
Necessary conditions for a real choice
- Awareness, information
- Range of “non privacy invasive” products and services
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Privacy by design: a matter of choice

- Technological: choice of architecture and tools

- Social: choice in terms of control on personal data

- Political:  choice of type of society
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